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Abstract

Network Intrusion Detection and Prevention Systems (NIDPSs) play a crucial role in identifying and blocking malicious traffic.
In-kernel NIDPSs leveraging extended Berkeley Packet Filter (eBPF) have achieved high detection performance and throughput by
operating directly in kernel space. However, eBPF-based NIDPSs face portability challenges across diverse runtime environments,
limiting their deployment on kernel-bypassing frameworks such as AF_XDP and the Data Plane Development Kit (DPDK). In this
paper, we propose a userspace BPF (uBPF)-based NIDPS empowered by machine learning (ML) algorithms and integrate it with
kernel-bypassing frameworks to achieve portability across diverse runtime environments while accurately and efficiently detecting
and preventing Distributed Denial of Service (DDoS) attacks. We evaluate the proposed NIDPSs from both DDoS detection
performance and packet processing performance perspectives. Evaluation results demonstrate that the proposed NIDPS achieves
high classification performance for DDoS detection, while enabling the same uBPF-based detection logic to operate across different
packet processing frameworks. Moreover, the uBPF-based NIDPSs running on the DPDK data plane achieve packet processing

rates 3.38-8.60x higher than the evaluated in-kernel NIDPS implementations.
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1. Introduction

Distributed Denial of Service (DDoS) attacks are a signifi-
cant threat to network security, causing service disruptions and
financial losses [2]. To mitigate these attacks, Network Intru-
sion Detection and Prevention Systems (NIDPSs) play an es-
sential role in cybersecurity infrastructures by monitoring and
analyzing network traffic to detect and prevent malicious ac-
tivities and policy violations. In particular, Machine Learning
(ML) techniques have shown promise for accurate DDoS detec-
tion by learning network traffic patterns and identifying anoma-
lies [3].

Despite their effectiveness, ML-based NIDPSs still face two
major challenges: packet processing performance and deploy-
ment portability. First, conventional ML-based NIDPSs typi-
cally operate in user space, which incurs performance bottle-
necks due to frequent context switching between kernel and
user spaces. This overhead becomes a severe performance bot-
tleneck under high network loads, hindering real-time detection
and prevention of DDoS attacks. Moreover, ML-based NIDPSs
often lack program safety check mechanisms, which can lead
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to unreliable behavior and unexpected crashes. Second, mod-
ern networks span diverse environments, including cloud in-
frastructures, edge computing platforms, and Internet of Things
(IoT) devices. These heterogeneous environments make it dif-
ficult to deploy ML-based NIDPSs across different platforms
and architectures because complex ML functionality often de-
pends on specific runtime environments. This lack of porta-
bility increases maintenance costs, complicates large-scale de-
ployments, and limits the reuse of detection logic across plat-
forms.

To address these challenges, recent studies have explored the
use of extended Berkeley Packet Filter (eBPF) and eXpress Data
Path (XDP) for designing NIDPSs that operate directly in ker-
nel space, reducing context-switching overhead and improving
throughput [4, 5, 6, 7, 8, 9]. In-kernel NIDPSs also offer high
reliability thanks to the eBPF verifier, which ensures that eBPF
programs are safely executed in kernel space. Moreover, in-
kernel NIDPSs partially address the portability issue through
BPF Compile Once-Run Everywhere (CO-RE) [10], which al-
lows eBPF programs to run across different kernel versions
without recompilation. However, existing in-kernel NIDPSs
remain incompatible with kernel-bypassing frameworks (i.e.,
Data Plane Development Kit (DPDK) [11] and AF_XDP [12]),
both of which are widely used in high-performance network ap-
plications.

Userspace BPF (uBPF) has the potential to bridge this gap
by enabling eBPF programs to run in user space while pre-



serving the safety and portability benefits of eBPF ecosys-
tems [13, 14, 15]. bpftime [14], which is a sophisticated uBPF
runtime, has demonstrated the potential of uBPF for packet pro-
cessing performance comparable to AF_XDP/DPDK-based ap-
plications [15]. Therefore, uBPF enables a unified ML-based
NIDPS implementation that can be reused across both in-kernel
and kernel-bypassing packet processing frameworks. Neverthe-
less, the practicality of uBPF-based packet processing for ML-
based NIDPSs has not yet been fully explored.

In this paper, we propose an ML-based NIDPS that leverages
uBPF to achieve high detection performance and high packet
processing capability across diverse runtime environments'.
Through extensive evaluation, we reveal both the potential and
limitations of uBPF-based NIDPSs assisted by lightweight ML
techniques, in comparison with existing in-kernel NIDPS ap-
proaches [5, 6, 7, 8, 9].

The main contributions of this manuscript are as follows:

1. To the best of our knowledge, this is the first work to ex-
plore the practicality of uBPF over AF_XDP/DPDK for
ML-based NIDPSs. We reveal its potential and limitations
in terms of DDoS detection performance and packet pro-
cessing performance.

2. We demonstrate that the proposed NIDPSs achieve DDoS
detection performance competitive with that of exist-
ing floating-point counterparts while mitigating the cal-
culation errors introduced by fixed-point representa-
tions. We also show that the uBPF-based NIDPSs over
AF_XDP/DPDK achieve 2.07-2.31x/3.38-8.60x higher
packet processing rates than in-kernel NIDPSs.

3. The proposed NIDPSs operate in distinct runtime environ-
ments such as XDP, AF_XDP, and DPDK while reusing
the same classifier-specific logic and BPF map layout,
although runtime-dependent packet I/O glue code is re-
quired.

The rest of this manuscript is organized as follows. Section 2
gives related work. Section 3 presents preliminaries. Section 4
describes the proposed NIDPS. Section 5 presents evaluation
results. Section 6 discusses limitations of the proposed NIDPS.
Finally, Section 7 concludes this paper.

2. Related Work

Table 1 summarizes the related work on NIDPSs based on
eBPF/uBPF. To reduce context-switching overhead between
kernel and user spaces, several studies have proposed in-kernel
IDSs that operate directly in kernel space using eBPF/XDP [4,
5, 16, 7, 8, 6, 9]. In particular, ML algorithms have been
integrated into eBPF-based NIDPSs to accurately detect net-
work attacks in real time [5, 6, 7, 8, 9]. These studies have
demonstrated that in-kernel NIDPSs can achieve high packet
processing performance by reducing context-switching over-
head while maintaining detection performance, compared to

I'The source code is available at https://github.com/oakeshott/
ubpf-ml-ids.
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traditional userspace NIDPSs. Moreover, eBPF-based NIDPSs
leveraging neural networks have demonstrated the feasibility of
real-time anomaly detection with high accuracy [6, 7, §]. In
addition, eBPF programs provide reliability through verifier-
based safety checks and portability across different kernel ver-
sions through BPF CO-RE [10]. However, these eBPF-based
NIDPSs are designed for in-kernel execution and cannot be di-
rectly deployed on kernel-bypassing frameworks, which hin-
ders their portability across diverse runtime environments.

To address the portability issue, uBPF has been developed as
a lightweight eBPF virtual machine running in user space [14].
Recent work has further integrated uBPF with kernel-bypassing
frameworks (i.e., AF_XDP and DPDK) to execute eBPF pro-
grams on AF_XDP/DPDK data planes [15]. This approach
demonstrated the practicality of uBPF over AF_XDP/DPDK
for basic packet processing applications (e.g., firewall and load
balancer). However, its applicability to ML-based NIDPSs has
not yet been sufficiently explored. In this paper, we investigate
the potential and limitations of uBPF over AF_XDP/DPDK for
ML-based NIDPSs, aiming to achieve both packet processing
performance and portability across diverse runtime environ-
ments.

DDoS attack detection techniques leveraging ML have been
extensively studied in the field of network security [3]. In
addition, ML-based NIDPSs using kernel-bypassing frame-
works have been proposed to achieve high detection perfor-
mance and throughput [17, 18]. These frameworks can re-
duce network I/O overhead by executing packet processing in
userspace data planes without traversing the conventional ker-
nel network stack. However, these userspace NIDPSs gener-
ally lack verifier-based safety check mechanisms, making them
more vulnerable to unexpected crashes or unsafe program be-
havior. Unlike prior ML-based NIDPSs that rely on userspace
network stacks without safety mechanisms, our approach ex-
ecutes ML classifiers within uBPF programs integrated with
AF_XDP/DPDK, combining kernel-bypassing packet process-
ing with verified safety and portability benefits of the eBPF
ecosystem.

The conference version of this work developed a uBPF-based
NIDPS for DDoS detection using three ML algorithms (i.e., De-
cision Tree (DT), Random Forest (RF), and Multi-Layer Per-
ceptron (MLP)) and evaluated its detection performance using
the CIC-DDo0S2019 [19] dataset as well as the packet process-
ing performance of uBPF over AF_XDP and DPDK [1]. This
paper extends the conference version in three major aspects: (1)
We evaluate the detection performance of the proposed NIDPS
using both the CIC-IDS2017 [20] and CIC-DDo0S2019 [19]
datasets; (2) We provide a more detailed analysis of the po-
tential and limitations of uBPF over AF_XDP/DPDK for ML-
based packet processing by considering detection performance,
packet processing performance, CPU utilization, packet pro-
cessing latency, packet length, and the number of active flows;
(3) In addition to DT, RF, and MLP classifiers, we add eXtreme
Gradient Boosting (XGB) and Support Vector Machine (SVM)
to broaden the classifier evaluation. This extension enables an
analysis of how different model structures affect detection per-
formance under fixed-point arithmetic, eBPF instruction con-
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Table 1: A comparison of eBPF/uBPF-based NIDPSs and related kernel-bypassing packet processing frameworks.

Research Detection techniques Runtime environments Contribution
’ . This work applied eBPF/XDP to network traffic visualization and threshold-based DoS

[4] Threshold-based filtering eBPF/XDP mitigation.

(5] DT BPF This work implemented a flow-based IDS using DT entirely in eBPF and improved
throughput compared to userspace IDSs.

[16] Statistical framework with eBPE/XDP This work developed a detection mechanism of LDoS attacks at the kernel-level using

dynamic thresholding lightweight features and dynamic thresholding.
[7.8] MLP eBPF/XDP These studies implemented real-time in-kernel ML-based packet processing using
> lightweight neural networks.

6] Autoencoders <BPF This work proposed an unsupervised in-kernel IDS with autoencoders and
quantization-aware training.

9] DT. RE. and SVM eBPE/XDP This work integrated multiple ML classifiers with eBPF for real-time DoS/DDoS

T detection.
(7] DT and MLP eBPE/XDP and AF_XDP This work compared eBPF/XDP/AF_XDP-based IDSs leveraging ML algorithms in terms
- of packet processing performance, resource efficiency, and detection performance.

[18] Statistical framework DPDK This work proposed a DPDK-based DDoS detection framework using a lightweight
statistical anomaly metric.
This work executed unmodified, verified XDP programs in userspace with

[15] N/A uBPF over AF_XDP/DPDK AF_XDP/DPDK.

[ DT. RE. and MLP uBPF over AF_XDP/DPDK This work evaluated the feasibility of uBPF-based DDoS detection over AF_XDP/DPDK

T - using three lightweight ML classifiers.

This work is an extended version of [1], providing a comprehensive evaluation of

This work DT. RE XGB. SVM. MLP uBPF over AF_XDP/DPDK uBPF-based NIDPSs leveraging multiple ML algorithms in terms of detection

performance, packet processing performance, and impacts of packet length and active
flows.

straints, and packet processing rate. In particular, the evalua-
tion reveals the tradeoffs between the simple but fixed-point-
sensitive SVM, the instruction-intensive XGB, and the substan-
tially more computationally demanding MLP classifier.

3. Preliminaries

3.1. eBPF/XDP

eBPF is an abstract virtual machine embedded in the Linux
kernel, enabling the safe and efficient execution of user-defined
programs in kernel space [21]. XDP is a high-performance
packet processing framework built on top of eBPF, allowing
eBPF programs to run at the earliest point in the kernel network
stack [22].

To ensure kernel safety and stability, eBPF programs must
adhere to several constraints imposed by the eBPF verifier. The
eBPF verifier performs static analysis on eBPF programs before
they are loaded into the kernel, checking for potential issues
that could compromise system integrity [21]. Table 2 summa-
rizes the constraints enforced by the eBPF verifier. The eBPF
constraints include (1) bounded loops, (2) limited stack size,
(3) no floating-point arithmetic, and (4) restricted instruction
and jump counts. These constraints make ML implementations
within eBPF programs difficult.

To address them, fixed-point representations are used to per-
form arithmetic operations without floating-point support. BPF
maps, key-value stores shared between kernel and user spaces,
enable large data structures (e.g., trained parameters) to be
stored. Tail calls are a mechanism that allows an eBPF pro-
gram to jump to another eBPF program without returning to the
caller. When a tail call is executed, the kernel resets the pro-
gram context, including the instruction and jump counts as well

as the consumed stack space. In [6, 7, 8], the tail call technique
is used to implement layer-wise operations of neural networks
within eBPF programs, enabling them to overcome the eBPF
constraints.

3.2. uBPF

uBPF is a lightweight userspace implementation of the eBPF
virtual machine [13], designed to execute eBPF programs safely
in user space. bpftime is one of the sophisticated libraries
for uBPF [14], enabling the execution of eBPF programs in
user space. In [15], the authors integrate eBPF/XDP pro-
grams with kernel-bypassing frameworks (i.e., AF_XDP and
DPDK) by leveraging bpftime. bpftime provides BPF maps
implemented as shared memory, enabling efficient data shar-
ing between userspace applications and uBPF programs. uBPF
programs are designed to satisfy the eBPF constraints consid-
ered in this work. Moreover, bpftime currently supports only
userspace-to-kernel tail calls?, which prevents neural-network-
based classifiers from being executed entirely within uBPF pro-
grams.

3.3. BPF maps

BPF maps are key-value stores that enable data sharing be-
tween kernel and user spaces in eBPF programs [21]. They
are used to store various types of data, such as configuration
parameters, counters, and trained ML model parameters. BPF
maps can be accessed and modified by both eBPF programs and
user-space applications, facilitating communication and data
exchange between the two spaces. In uBPF, BPF maps are im-
plemented as shared memory, allowing for efficient data sharing

*https://github.com/eunomia-bpf/bpftime/pull/131
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Table 2: eBPF verifier constraints considered in this work and their implementation alternatives.

Constraints Traditional programs eBPF/uBPF programs Alternatives

Unbounded loops Supported Not supported Bounded loops
Floating-point representations Supported Not supported Fixed-point representations
Non-static global variables Supported Not supported BPF maps

Atrray bounds checking Not required Required N/A

Maximum instruction count Not limited 1 million Tail calls

Maximum jump instruction count Not limited 8,192 Tail calls

Maximum stack space 8,192 KB (default) 512B BPF maps and tail calls

between userspace applications and uBPF programs [14, 15].
The overhead of accessing BPF maps has been analyzed in [23].

3.4. Packet Processing Mechanisms

In this section, we compare three packet processing mech-
anisms: native XDP, uBPF over AF_XDP, and uBPF over
DPDK. Fig. 1 illustrates a comparison of packet processing
mechanisms and their relation to ML tasks. In Fig. 1, the
locations of training and classification differ depending on
the packet processing mechanisms. For all packet processing
mechanisms, ML classifiers are trained in user space because
intricate training tasks cannot be executed in the kernel due
to the eBPF constraints. In contrast, the classification tasks
are executed within eBPF/uBPF programs to minimize context-
switching overhead between kernel and user spaces and to avoid
unexpected ML-based NIDPS crashes. BPF maps are used to
store the trained classifier parameters, which are accessed by
the eBPF/uBPF programs during classification. In the case of
uBPF, BPF maps are implemented as a shared memory, en-
abling efficient data sharing between userspace applications and
uBPF.

In Fig. la, native XDP processes incoming packets at the
driver level in the kernel space. In Fig. 1b, uBPF is inte-
grated with AF_XDP, a partially kernel-bypassing framework
that allows XDP programs to redirect packets to userspace ap-
plications, bypassing the traditional network stack. In Fig. lc,
uBPF is integrated with DPDK, a fully kernel-bypassing frame-
work that offers high-performance packet processing capabil-
ities in user space by directly accessing Network Interface
Cards (NICs). These bypassing approaches reduce network
I/O latency by leveraging direct userspace packet process-
ing, albeit at the cost of increased CPU utilization and lim-
ited kernel functionality. In contrast, integrating uBPF with
AF_XDP/DPDK restores eBPF-like programmability to their
data planes. This integration allows eBPF programs to be
hooked into the AF_XDP/DPDK data planes as uBPF, enabling
user-defined packet processing [15].

Table 3 presents the main characteristics of packet process-
ing mechanisms. Generic XDP is a flexible packet process-
ing mechanism that allows eBPF programs to be attached to
hook points in the kernel, while native XDP processes packets
at the driver level. Native XDP offers higher performance than
generic XDP by processing packets at the earliest point in the
kernel’s networking stack, but it is limited to specific NICs and
drivers. Both generic and native XDP execute eBPF programs

in an interrupt mode using New Application Programming In-
terface (NAPI), which is a mechanism that allows the kernel to
handle incoming packets in batches, reducing the overhead of
frequent interrupts.

uBPF over AF_XDP can operate in three modes: standard,
syscall, and poll, depending on the combinations of driver
execution mode and userspace checking mode. In the stan-
dard mode, AF_XDP operates in interrupt mode using NAPI
while the userspace application uses a busy loop to check
for incoming packets in the RX ring of AF_XDP socket. In
the syscall mode, hardware interrupts are disabled and the
userspace program checks the presence of a newly incoming
packet in the RX ring by periodically executing a system call in
a busy loop. AF_XDP syscall can reduce context-switching and
cache-coherency overhead while the busy-loop based AF_XDP
(i.e., AF_XDP syscall and standard) would consume more CPU
resources as in DPDK. In the poll mode, AF_XDP operates
in interrupt mode using NAPI, while the userspace application
uses the pol1 () system call to wait for incoming packets. This
mode allows the userspace application to sleep until a packet ar-
rives, reducing CPU utilization compared to the busy-loop ap-
proaches.

3.5. Fixed-Point Arithmetic

Floating-point arithmetic is not supported in eBPF programs
due to the eBPF constraints. Alternatively, fixed-point arith-
metic [24] is used to perform calculations involving real num-
bers within e BPF/uBPF programs [5, 6, 7, 8]. Fixed-point num-
bers are represented as integer values in which lower n bits are
treated as the fractional part. A floating-point number xgqy 1S
transformed into a fixed-point number xgxeq With the lower n
bits as fractional part using the equation:

Xfixed = round(Xgoac X 2"),

where round(x) is a function to round a value x.

Fixed-point arithmetic introduces errors because of the lim-
ited precision of fixed-point representations. The error can be
reduced by increasing the fractional bit-width », but it also in-
creases the risk of overflow and the computational complex-
ity [25]. To balance the trade-off between precision and over-
flow risk, we set n = 16.
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Figure 1: Comparison of packet processing mechanisms.

Table 3: Main characteristics of ML-based packet processing mechanisms.

Mechanism Training location Inference location Runtime Driver execution mode  Userspace checking mode
Generic XDP User space Kernel space eBPF programs Interrupt (NAPI) N/A
Native XDP User space Kernel space eBPF programs Interrupt (NAPI) N/A
uBPF over AF_XDP standard User space User space uBPF programs Interrupt (NAPI) Busy loop
uBPF over AF_XDP syscall User space User space uBPF programs Busy polling Busy loop
uBPF over AF_XDP poll User space User space uBPF programs Interrupt (NAPI) Blocking mode
uBPF over DPDK User space User space uBPF programs Busy polling Busy loop
T S S AF_XDP data plane .
AF_XDP standard User space User space (Native C) Interrupt (NAPI) Busy loop
s s s AF_XDP data plane . . .
AF_XDP syscall User space User space (Native C) Busy polling Busy loop
s s AF_XDP data plane .
AF_XDP poll User space User space (Native C) Interrupt (NAPI) Blocking mode
DPDK User space User space B})DK data plane (Native Busy polling Busy loop
Table 4: All extracted features. feature extraction is required; and (3) eBPF programs cannot
process a large number of features due to stack-size and jump-
Category Features . e e . .
count constraints. These limitations are not inherent to these
5-tuple flow Source port number, destination port number, protocol d
number, and total number of packets. atasets.
Packet length Mean packet length, maximum packet length, minimum To address these hmltatlons’ we app]y the fOHOW]ng consid-

packet length, total packet length, variance of packet
lengths, and header length.

Mean IAT, maximum IAT, minimum IAT, total IAT, and
variance of IATs.

Initial TCP window size, SYN flag count, ACK flag
count, FIN flag count, RST flag count, and total flag
count.

Packet inter-arrival time
(IAT)

TCP

4. eBPF/uBPF-based Network Intrusion Detection and
Prevention

4.1. Feature Extraction

For training and testing the NIDPSs, we use CIC-
IDS2017 [20] and CIC-DDoS2019 [19] datasets, which are
widely used for evaluating DDoS detection performance. These
datasets provide flow-level labeled network traffic statistics cap-
tured in a realistic network environment, including various
types of DDoS attacks as well as benign traffic. Details of the
datasets can be found in [19, 20].

When deploying an eBPF/uBPF-based NIDPS, we cannot
use these datasets directly due to the following limitations: (1)
XDP handles only incoming packets; (2) online and lightweight

erations for feature extraction and selection: (1) we extract 5-
tuple flow-based features using only statistics derived from in-
coming packets; (2) although the datasets include features such
as the offline computation of standard deviation, the calcula-
tion of standard deviation itself requires a square root opera-
tion, which is difficult to implement efficiently in eBPF pro-
grams. To mitigate this difficulty, we use variance instead of
standard deviation to reduce computational complexity and ap-
ply Welford’s online algorithm [26] to compute the variance in
an online manner; and (3) we use the feature importance [27],
one of the feature selection techniques, to reduce the number of
features so that the selected features can be efficiently computed
within the constraints of eBPF programs while maintaining the
detection performance.

The extracted features are categorized into four groups: 5-
tuple flow, packet length, packet inter-arrival time (IAT), and
TCP features. Table 4 lists all extracted features.

4.2. Feature Selection

To select a subset of features that can be efficiently computed
within eBPF programs while maintaining high detection perfor-



Table 5: Selected features.

Symbol  Feature Symbol  Feature

X1 Mean packet length X9 Total flag count

X Source port number X10 Total IAT

X3 Destination port number X171 Total number of packets
X4 Maximum packet length X12 SYN flag count

Xs Total packet length X13 Protocol number

X6 Minimum packet length X14 Maximum IAT

x7 Initial TCP window size X5 Header length

X3 FIN flag count X16 Variance of packet lengths

mance, we apply a feature importance ranking technique [27] to
the extracted features. For each dataset, we first compute fea-
ture rankings using four importance measures: Pearson corre-
lation, mutual information, random forest variable importance,
and permutation importance based on a random forest classi-
fier. We then average the ranks obtained from the two datasets
and select the top sixteen features x = (xi,...,xj¢) with the
best average ranks. The selected sixteen features are listed in
Table 5.

4.3. Model Training in User Space

To ensure compatibility with eBPF and uBPF, we design
lightweight ML classifiers that can be efficiently executed un-
der the eBPF constraints. In this paper, we adopt five classi-
fiers: Decision Tree (DT), Random Forest (RF), eXpress Gra-
dient Boosting (XGB), Support Vector Machine (SVM), and
Multi-Layer Perceptron (MLP), which have been used in the
existing in-kernel NIDPSs [5, 7, 8, 9].

All training tasks are performed in user space in advance. For
the DT, RF, and XGB classifiers, we train the classifiers using
the training data represented in the fixed-point format with the
lower n = 16 bits as fractional part. For the SVM and MLP
classifiers, we transform the input features into a standard nor-
mal distribution with a mean of zero and a standard deviation
of one using a standard scaler.

We also train the SVM and MLP classifiers using the
floating-point training data. After all training tasks, the result-
ing floating-point trained parameters are converted into fixed-
point representation with the lower n = 16 bits as fractional
part. These trained parameters and standardization parameters,
represented in fixed-point numbers, are stored in BPF maps to
be accessed by eBPF/uBPF programs during classification.

4.4. Anomaly Detection and Prevention in eBPF/uBPF Pro-
grams

During online packet processing, the eBPF/uBPF program is
invoked for each incoming packet and updates the correspond-
ing flow statistics. Anomaly detection and prevention are then
performed within the eBPF/uBPF programs using the current
flow statistics. Fig. 2 illustrates the classification workflow. Al-
gorithm 1 presents the pseudocode for online packet processing
in the eBPF/uBPF-based NIDPS.

Upon the arrival of a new packet p at a hook point, the cor-
responding eBPF/uBPF program is invoked. The program first
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Figure 2: Classification workflow in eBPF/uBPF programs.
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obtains current timestamp # using the BPF_KTIME_GET_NS()
function, which outputs a timestamp with nanosecond pre-
cision (line 1 in Algorithm 1). It then inspects the
packet header to extract a S-tuple flow identifier k =
(sipp,dip,, sport,,dport,, proto,), consisting of the source
and destination IP addresses sip, and dip,, source and des-
tination ports sport, and dport,, and protocol type proto,
(step 1 in Fig. 2 and line 2 in Algorithm 1). The program
also retrieves the packet length £, and TCP flags f, using
the PackeTLenGTH(p) and TCPFLAGs(p) functions, respectively,
which return the length and TCP flags of the packet p (lines 3
and 4 in Algorithm 1). If proto,, is not TCP, the TCP flags f,
are set to zeros.

Using this flow identifier k as a key, the program retrieves the
corresponding flow statistics s from the BPF map My, which
maintains the state of each active flow (line 5 in Algorithm 1).
The state (i.e., flow statistics) s contains the number of observed
packets, the timestamps of the first and most recent packets,
and the online statistics required for feature extraction. For
packet lengths, it maintains the sum, minimum, maximum, and
variance-related state. For IATSs, it maintains the sum, mini-
mum, maximum, and variance-related state. It also maintains
counters for each TCP flag and their total count. The mean
packet length and mean IAT are derived from the correspond-
ing sums and observation counts, while the current flow du-
ration d is derived from the first and most recent timestamps.
The packet-header values used as features, such as the proto-
col number, header length, and initial TCP window size, are
obtained from the packet header and retained as required for
feature extraction.

If this retrieval fails, indicating that p is the first
packet of the flow, the program initializes the flow statis-
tics s and stores them in the BPF map My using
the InrtiaLizEFLOWSTATE(p, f) function (lines 6-9 in Algo-
rithm 1). In the InrTiaLizEFLOWSTATE(p, f) function, all statis-



tics are initialized with zeros and s.first_timestamp and
s.last_timestamp are initialized to ¢ (lines 7 and 8 in Algo-
rithm 1).

Otherwise, IAT iat, is computed as iat, =

t — s.dast_timestamp, the IAT-related statistics are up-
dated using the UPppATEIATSTATISTICS(S, iat,) function,
after which s.last_timestamp 1is set to t, where the

UppATEIAT StATISTICS (5, iat,) function updates the maximum,
minimum, variance, sum of IATs (lines 11-13 in Algorithm 1).
Similarly, the packet-length statistics and TCP-flag counters
are updated using the UpDATEPACKETLENGTHSTATISTICS(S, £;,) and
UprpATETCPFLAGCOUNTERS(S, f p) functions, respectively, where
the UPDATEPACKETLENGTHSTATISTICS(S, £,) function updates
the maximum, minimum, variance, sum of packet lengths
while the UppATETCPFLAGCOUNTERS(s, f),) function updates
the TCP flag counts f of the statistics s as f = f + f, and

computes the total TCP flag count fiorg = Zl,ill f; (lines 14
and 15 in Algorithm 1). Both the UppATEIATStaTISTICS (S, i0t))
and UppATEPACKETLENGTHSTATISTICS(S, £,) functions employ
Welford’s online algorithm [26] to incrementally update the
corresponding variance statistics. Finally, the updated flow
statistics s are written back to the BPF map Mp using the
UppATE(MF, k, s) function (step 2 in Fig. 2 and line 16 in
Algorithm 1). Note that the packet length £,, IAT iat,, and
TCP flags f, and their statistics are represented in integer
values.

If flow duration d is shorter than 7, it continues collecting
packets to update the flow statistics, otherwise, it proceeds with
the inference process (line 19 in Algorithm 1). After updating
the flow statistics s, the program checks whether the current
flow duration exceeds the predefined flow observation period T
(step 3 in Fig. 2 and line 18 in Algorithm 1). During inference,
the program extracts the feature vector x from the flow statis-
tics s using GETFEATURES(ss) function and converts it into a fixed-
point representation Xgxeq (lines 20 and 21 in Algorithm 1). The
program then retrieves the classifier parameters ®¢ and stan-
dardization parameters S from the BPF map M that stores
the parameters of classifier C (line 22 in Algorithm 1). If the
classifier C is either an SVM or an MLP, the program standard-
izes the fixed-point features Xgxq using S¢ (lines 23 and 24 in
Algorithm 1). The program then performs fixed-point inference
using the FIXEpPOINTINFERENCE(C, Xfixed, @¢) function, produc-
ing the classification result § (step 4 in Fig. 2 and line 25 in
Algorithm 1). If the classifier identifies the flow as malicious
(i.e., ¥ = 1), the program drops the packet p to mitigate the
detected DDoS attacks (step 5a in Fig. 2 and line 27 in Algo-
rithm 1). Otherwise, the program forwards the packet p to the
next network function (step 5b in Fig. 2 and line 29 in Algo-
rithm 1).

Recall that the MLP classifier requires tail calls to implement
layer-wise operations within eBPF programs, as discussed in
Section 3.1. However, bpftime does not support userspace-to-
userspace tail calls. To address this limitation, we implement
a uBPF caller module that sequentially invokes multiple uBPF
programs from the userspace application in required order.
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Algorithm 1 Online packet processing in the eBPF/uBPF-

based NIDPS

Require: Packet p, flow-state map Mp, classifier map Mc,
classifier C, classifier parameters O, scaler parameters S ¢,
flow-observation period 7

Ensure: DROP or FORWARD

1: t « BPF_KTIME_GET_NS()

: k « (sip,, dipp, sport,, dport,, proto,)

: {p < PAcKETLENGTH(p)

. f, < TCPFLaGs(p)

. 5 « Lookup(Mrp, k)

. if s = & then

s « InrriaLizEFLowSTATE(p, 1)

s.first_timestamp « t

s.last_timestamp «— t

o N e T TR+

. else
iat < t — s.last_timestamp

—_ — =
M = 2

UprpATEIAT STATISTICS (S, iat)

13: s.last_timestamp «— t
14: UpDATEPACKETLENGTHSTATISTICS(S, £)
15: UPDATETCPFLAGCOUNTERS(S, f)
16: UPDATE(MF, k, 5)
17: d « s.last_timestamp — s.first_timestamp
18: if d < 7 then
19: return FORWARD
20: Xint < GETFEATURES(S)
21: Xfixed < ENCODEFIXEDPOINT(X;p()
22: Oc¢, S . « GETCLASSIFIER(M )
23: if C € {SVM, MLP} then
24: Xfixed < FIXEDPOINTSTANDARDIZE(X fixed, S )
25: < FIXEDPOINTINFERENCE(C, Xfixed, Oc)
26: if § = 1 then
27: return DROP
28: else
29: return FORWARD

Table 6: BPF maps used in the proposed NIDPS.
Map name Map type Key Key Value Value

size size

Flow statistics Hash map 5-tuple flow 16 B Flow statistics 208 B
map identifier
DT parameters Array Integer value 4B Trained parameters of  6.52KB
map map the DT classifier
RF parameters Array Integer value 4B Trained parameters of ~ 27.4KB
map map the RF classifier
XGB Array Integer value 4B Trained parameters of  117.2KB
parameters map the XGB classifier
map
SVM Array Integer value 4B Trained parameters of 136B
parameters map the SVM classifier
map
MLP Array Integer value 4B Trained parameters of ~ 6.92KB
parameters map the MLP classifier
map

4.5. BPF Maps for Storing Flow Statistics and Trained Param-
eters

BPF maps are used to store both flow statistics and trained
parameters of the classifiers. Table 6 summarizes the BPF maps



Table 7: Information on the CIC-IDS2017 and CIC-DDo0S2019 datasets used
in the evaluation.

CIC-IDS2017
184,294/152,070
46,074/38,017
47,522/47,522

Dataset CIC-DDo0S2019
207,492/207,492
51,873/51,873

23,427/23,427

# of benign/malicious flows for training
# of benign/malicious flows for validation

# of benign/malicious flows for testing

used in the proposed NIDPS. The flow statistics are stored in a
hash map, where the key is a 5-tuple flow identifier with 16 B
and the value is a structure containing the flow statistics with
208 B. The trained parameters of all classifiers are stored in
an array map, where the key is an integer value and the value
is a structure containing the trained parameters. The sizes of
the trained parameters are based on the evaluation settings de-
scribed in Section 5.

5. Evaluation

5.1. Detection Performance

5.1.1. Evaluation Setup

We evaluate the binary classification performance of the
proposed NIDPS using the CIC-IDS2017 [20] and CIC-
DDo0S2019 [19] datasets. The sixteen features listed in Table 5
are extracted from both datasets and used for training and test-
ing the classifiers. Since it is difficult to evaluate the detection
performance directly within eBPF/uBPF programs, we simu-
late feature extraction by replaying the pcap files, as mentioned
in Section 4.1. Table 7 summarizes the information on these
datasets used in the evaluation.

For CIC-IDS2017, the datasets captured on July 3 and
July 7, which contain DoS-related traffic, are used for train-
ing/validation and testing, respectively. From the July 3 dataset,
we randomly select 80% of the flows and split them into the
training and validation sets at an 8:2 ratio. For the test set, we
use the remaining malicious flows and randomly sample benign
flows from the remaining benign flows such that the numbers of
benign and malicious flows are equal.

For CIC-DD0S2019, the dataset captured on Dec. 1 is used
for training and validation, whereas the dataset captured on
Nov. 3 is used for testing. Since CIC-DD0S2019 is highly im-
balanced, containing substantially more malicious flows than
benign flows, we augment its benign training samples with the
benign training samples from CIC-IDS2017. We then randomly
sample malicious flows from the Dec. 1 dataset such that the
number of malicious flows matches the number of benign flows.
We split the resulting balanced dataset into the training and val-
idation sets at an 8:2 ratio. For the test set, we randomly sample
flows from the Nov. 3 dataset such that the numbers of benign
and malicious flows are equal.

In the evaluation metrics, accuracy, precision, recall, and
false positive rate (FPR) are used, each of which is defined as
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follows:
TP + TN

Accuracy = ,

TP + TN + FP + FN

Precisi P Recall TP

recision = , ecall = ———,

TP + FP TP + FN
FPR= 0

FP + TN

where TP, TN, FP, and FN denote the numbers of true posi-
tives (the number of correctly classified malicious flows), true
negatives (i.e., the number of correctly classified benign flows),
false positives (i.e., the number of benign flows incorrectly clas-
sified as malicious flows), and false negatives (i.e., the number
of malicious flows incorrectly classified as benign flows), re-
spectively.

A DT with a maximum depth of 10, an RF with a maximum
depth of 10 and five estimators, an XGB classifier with a max-
imum depth of 10 and ten estimators, and a linear SVM are
trained using scikit-learn [28] while an MLP with a 32 x 32
hidden layer is trained by using PyTorch [29]. We use an SGD
optimizer with a learning rate of 102 and a batch size of 1024 to
train the MLP classifier for 200 epochs. We also implement the
fixed-point DT, RF, XGB, SVM, and MLP classifiers in the C
language, for simulating the eBPF/uBPF programs. All calcu-
lations in the classifiers are performed using integer arithmetic
according to the fixed-point arithmetic rules [24]. For compar-
ison with the detection performance of the proposed NIDPS,
we also evaluate the detection performance of the floating-point
classifiers implemented in the Python language.

5.1.2. Classification Results

Figs. 3 and 4 illustrate the impact of the flow observation pe-
riod T on detection performance for the CIC-IDS2017 and CIC-
DDoS2019 datasets, respectively, where ¢ denotes the elapsed
time since a new flow was generated. All classifiers exhibit sim-
ilar trends: accuracy, precision, and recall improve as the flow
observation period 7 increases, while the FPR decreases. This is
because only a limited number of packets are available immedi-
ately after a new flow is generated, resulting in insufficient and
unstable flow statistics. As 7 increases, the flow statistics be-
come more informative, allowing the classifiers to distinguish
malicious flows from benign ones more accurately.

For the CIC-IDS2017 dataset, the fixed-point DT, RF, XGB,
and MLP classifiers achieve stable classification performance
when 7 > 0.1s. Specifically, these four classifiers achieve an
accuracy of 0.877-0.915, a precision of 0.878-0.965, a recall
of 0.861-0.877, and an FPR of 0.03—0.12 when 7 = 0.1s. The
fixed-point SVM classifier shows lower performance than the
other classifiers, except in terms of recall; when 7 = 0.1s, its
accuracy, precision, recall, and FPR are 0.734, 0.676, 0.906,
and 0.434, respectively. These results suggest that the tree-
based classifiers and the MLP classifier are more suitable than
the linear SVM classifier for the proposed NIDPS on the CIC-
IDS2017 dataset.

For the CIC-DDo0S2019 dataset, the classifiers achieve better
classification performance than for the CIC-IDS2017 dataset.
The majority of flows in the CIC-DDo0S2019 dataset have a
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Figure 4: Detection performance over flow observation period ¢ (CIC-DD0S2019 dataset).
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DT RF XGB MLP
P00 == e R B Em—in—nn R B R S = s = = = =
§
—
£ 0.5 1 1 . 1
5 ~E> Floating-point DT ~E¥ Floating-point RF <=> Floating-point XGB <> Floating-point SVM ~E> Floating-point MLP
< 5 Fixed-point DT 5 Fixed-point RF += Fixed-point XGB -+ Fixed-point SVM 5 Fixed-point MLP
0.0 . . . § . . . . . .
10 === === e R B Em—in—nn R B S e R Eh=Eu=—in = T
=
g 0.51 1 1 1 1
o~ -6 Floating-point DT -EF Floating-point RF -5 Floating-point XGB =& Floating-point SVM -6 Floating-point MLP
-3~ Fixed-point DT -~ Fixed-point RF - Fixed-point XGB - Fixed-point SVM -~ Fixed-point MLP
0.0 T T T T T T T T T T
g1<oAMMMMMMMML EEE R R~ R RS A EEES RN S RN S EAS B B IS B S M T = = = = q
g
%
£ 0.5 . ] 1 ]
S ~E> Floating-point DT ~E> Floating-point RF <> Floating-point XGB <> Floating-point SVM ~E> Floating-point MLP
A~ - Fixed-point DT -5 Fixed-point RF -5 Fixed-point XGB -5 Fixed-point SVM - Fixed-point MLP
0.0 T T T T T T T T T T
0o =007 e R B Em—in—nn R B R = o i v e = =
5
% 0.51 1 1 1 1
— =& Floating-point DT =E> Floating-point RF > Floating-point XGB > Floating-point SVM =& Floating-point MLP
=~ ~= Fixed-point DT ~= Fixed-point RF - Fixed-point XGB -~ Fixed-point SVM ~= Fixed-point MLP
0.0 T T T T T T T T T T
1.0
~E> Floating-point DT ~E¥ Floating-point RF <=> Floating-point XGB <> Floating-point SVM ~E> Floating-point MLP
o -5 Fixed-point DT - Fixed-point RF -5 Fixed-point XGB - Fixed-point SVM - Fixed-point MLP
£ 0.5 1 1 . 1
= %
00h= o m oo oo oqg b ey oo oy ey ;g R moem ;o en o e o § R,‘—— = e s
0% 107 10° 10* 107 107 10° 10* 107 107® 10 10* 107 107 10° 10* 107 107® 10°

108
Duration [s]

duration of one microsecond or less, suggesting that sufficient
flow statistics can already be collected at 7 = 107%s. Con-
sequently, the classifiers maintain high detection performance
even with this short observation period. At 7 = 0.1 s, all fixed-
point classifiers achieve an accuracy of at least 0.924, a preci-
sion of at least 0.870, and a recall of 1.00. These results indicate
that the classifiers successfully detect all malicious flows while
maintaining a relatively low false-positive rate. Specifically, the
FPR is at most 0.150 at 7 = 0.1 s.

The fixed-point classifiers show detection performance com-
parable to that of their floating-point counterparts in many
cases, although some performance degradation is observed for
the MLP and SVM classifiers due to fixed-point arithmetic
errors. These results indicate that fixed-point arithmetic can
maintain practical DDoS detection performance under the con-
straints of eBPF/uBPF programs, where floating-point arith-
metic is not supported. However, the impact of fixed-point
arithmetic errors depends on the classifier type. The tree-based



classifiers show almost identical results between the floating-
point and fixed-point implementations, whereas the MLP and
SVM classifiers show larger performance degradation. This is
because the MLP classifier accumulates fixed-point arithmetic
errors across layer operations, while the SVM classifier is sen-
sitive to such errors due to its linear decision boundary. There-
fore, classifiers should be selected by considering not only clas-
sification accuracy but also robustness to fixed-point implemen-
tation errors under the constraints of eBPF/uBPF programs.

5.2. Packet Processing Performance
5.2.1. Evaluation Setup

We use two computing servers: a sender equipped with a
13th Gen Intel(R) Core(TM) 17-13700K CPU and 64 GB mem-
ory, and a receiver equipped with Intel Xeon Gold 5317 CPU,
64 GB memory, Intel Ethernet Converged Network Adapter
710X, and Ubuntu 22.04 LTS with kernel version 6.8. These
servers are directly connected via a 10 Gbps link. The receiver
is responsible for executing a network function (NF), which
consists of the proposed NIDPS and L2 forwarding. To eval-
uate single-core packet processing performance, we configure
the receiver to use a single RX queue. We send 64-byte UDP
packets from the sender to the receiver over a 100-second inter-
val using the pktgen tool [30] with 8 cores. In this evaluation,
to confirm the performance bottleneck, we assume worst-case
scenarios where all packets are classified by the NIDPS, indi-
cating the flow observation period 7 = 0.

To explore distinct packet processing mechanisms, we imple-
ment ten types of NIDPSs: generic XDP, native XDP, uBPFs
over AF_XDP standard, syscall, and poll, uBPF over DPDK,
AF_XDP standard, syscall, and poll, and DPDK, as shown in
Table 3. The generic and native XDP-based NIDPSs are imple-
mented as eBPF programs, which follow the existing in-kernel
NIDPS implementations [5, 7, 8, 9]. We use the uBPF im-
plementation provided in [15] and implement eBPF programs
equipped with either the five classifiers or the flow extraction
only. The uBPF runtime is configured to use an LLVM-based
backend [14]. To ensure a fair comparison, we implement the
same five classifiers and flow extraction only in the AF_XDP
and DPDK dataplanes without uBPF, which are implemented in
native C language without uBPF. For the configurations of the
kernel-bypassing frameworks, AF_XDP enables a zero-copy
mode and uses 64-packet batches. AF_XDP syscall also en-
ables SO_PREFER_BUSY_POLL and XDP_USE_NEED_WAKEUP.
DPDK is configured with a memory buffer pool of 512 MB.

As the evaluation metric, we use the packet processing rate
R, the packet processing efficiency p, the packet processing la-
tency, and the CPU utilization. The packet processing rate R
is defined as the number of packets processed by the receiver
per second. The packet processing efficiency p is the ratio of
the packet processing rate R to the maximum packet processing
rate Ryax (i.€., 0 = R/Rmax). The maximum packet processing
rate Ry« is defined as the idealized upper-bound packet pro-
cessing rate, which is defined as follows:

C

Riax = ———.
TR+ 14)

10
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Table 8: Instruction counts of eBPF/uBPF programs.

Scheme Instruction count
Flow extraction only 547
DT 560
RF 948
XGB 1,298
SVM 560
MLP 3,635

Here, C is the link capacity in bits per second and L is the packet
length in bytes and the term 8(L + 14) represents the bit length
of a packet, including the Ethernet frame header (14 bytes).
The packet processing latency D is defined as the time taken
to conduct flow extraction, feature extraction, classification and
packet forwarding. Note that the packet processing latency D
does not include the driver execution and userspace checking
costs. The 99th-percentile (P99) packet processing latency is
estimated using a fixed-width latency histogram with 100-ns
bins. The processing time of each packet is measured and as-
signed to the corresponding latency bin. After all samples are
collected, the P99 rank is determined as 99% of the total num-
ber of packets. The histogram is then scanned in ascending or-
der of latency while accumulating the number of samples. The
upper bound of the first bin whose cumulative count reaches the
P99 rank is reported as the P99 latency.

5.2.2. Instruction Count

Table 8 presents the instruction counts of eBPF/uBPF pro-
grams for six NFs (i.e., flow extraction only and the five
classifiers), where instruction counts are measured using the
bpftool command. The instruction count of the flow extrac-
tion only is 547, which is the minimum instruction count among
the six NFs. The DT and SVM classifiers have smaller instruc-
tion counts than the other classifiers, with 560 instructions each.
This is because the DT classifier only requires a series of com-
parisons and branching operations, while the SVM classifier
only requires a linear combination of the input features and a
threshold comparison for classification. RF and XGB classi-
fiers have larger instruction counts of 948 and 1,298, respec-
tively, due to the additional instructions required for travers-
ing multiple decision trees. Furthermore, the MLP classifier
has the largest instruction count of 3,635, which is significantly
higher than that of the other classifiers due to the tail calls and
the multiple layer-wise operations, including matrix multipli-
cations and activation functions. The instruction counts of the
classifiers affect the packet processing rate, as discussed in Sec-
tion 5.2.3.

5.2.3. Packet Processing Rate

Fig. 5 compares the packet processing rate R across ten
packet processing mechanisms and six NFs. Native XDP
achieves rates of 0.72 Mpps, 0.72 Mpps, 0.68 Mpps, 0.64 Mpps,
0.72 Mpps, and 0.27 Mpps for flow extraction only, DT, RF,
XGB, SVM, and MLP, respectively. Generic XDP achieves
slightly lower rates than native XDP, consistent with the ad-
ditional overhead of allocating and initializing a socket buffer
for each incoming packet.
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Figure 5: Packet processing rate.

The packet processing rates generally reflect the computa-
tional complexity of the classifiers. DT and SVM achieve the
same rate as flow extraction only because both require 560
instructions and introduce relatively little additional compu-
tational overhead. However, their detection performance is
not equivalent. As discussed in Section 5.1.2, on the CIC-
IDS2017 dataset, SVM achieves an accuracy of 0.734, while
DT, RF, XGB, and MLP achieve higher and more stable de-
tection performance. RF and XGB achieve lower rates of
0.68 Mpps and 0.64 Mpps, respectively, because they require
948 and 1,298 instructions and involve traversing multiple de-
cision trees. Although these classifiers can provide high de-
tection performance, their additional computational cost re-
duces the packet processing rate. MLP achieves the lowest
rate, 0.27 Mpps, because it requires 3,635 instructions, includ-
ing layer-wise matrix operations and activation functions. Thus,
MLP can provide high detection performance at the cost of a
substantial reduction in packet processing throughput. In other
words, there is a trade-off between detection performance and
packet processing performance. SVM provides low computa-
tional cost but relatively poor detection performance on CIC-
IDS2017, whereas RF, XGB, and MLP can provide higher de-
tection performance with increasing computational overhead.

The uBPF-based implementations over AF_XDP syscall and
DPDK achieve higher packet processing rates than native XDP.
Specifically, uBPF over AF_XDP syscall achieves rates of
1.67 Mpps, 1.59 Mpps, 1.46 Mpps, 1.33 Mpps, 1.58 Mpps, and
0.63 Mpps for flow extraction only, DT, RF, XGB, SVM,
and MLP, respectively. These rates are 2.31, 2.21, 2.16,
2.07, 2.19, and 2.31 times those of native XDP. uBPF over
DPDK achieves corresponding rates of 6.06 Mpps, 6.05 Mpps,
5.82 Mpps, 4.41 Mpps, 6.02Mpps, and 0.92 Mpps, or 8.37,
8.40, 8.60, 6.86, 8.39, and 3.38 times those of native XDP. The
improvement is attributed to DPDK’s ability to fully bypass the
kernel network stack and perform packet I/O entirely in user
space. These comparisons reflect differences in the complete
packet processing paths, including network I/O, polling, and
program execution.

In contrast, uBPF over AF_XDP standard and AF_XDP poll
achieve substantially lower packet processing rates than native
XDP. Native XDP executes the NF at the driver hook, whereas
AF_XDP additionally delivers packets to user space through
RX rings. Under the single-core configuration used in this eval-
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uation, NAPI processing, userspace packet handling, and clas-
sifier execution share the same CPU core. The additional deliv-
ery and coordination costs can therefore reduce the achievable
packet processing rate. A similar trend is observed in the cor-
responding native implementations of AF_XDP standard and
AF_XDP poll, suggesting that this limitation is associated with
their packet processing paths rather than solely with uBPF exe-
cution.

Across the evaluated mechanisms, the MLP classifier
achieves substantially lower packet processing rates than the
other classifiers. This result is consistent with its larger in-
struction count and the computational cost of layer-wise ma-
trix operations and activation functions. For MLP, uBPF over
DPDK achieves 3.38 times the rate of native XDP, whereas
the corresponding ratios range from 6.86 to 8.60 for the other
NFs. Thus, the relative benefit of the DPDK packet-1/O path
is smaller when classifier execution accounts for a larger share
of the per-packet processing cost. For uBPF-based MLP exe-
cution, the sequential invocation of multiple programs by the
userspace caller may also contribute to this cost.

To assess the performance cost of uBPF within the same
packet-1/O framework, we compare the uBPF-based imple-
mentations with their native C counterparts. The native
C implementation over AF_XDP syscall achieves rates of
1.77 Mpps, 1.74 Mpps, 1.67 Mpps, 1.60 Mpps, 1.74 Mpps, and
0.74 Mpps for flow extraction only, DT, RF, XGB, SVM,
and MLP, respectively. The native C implementation over
DPDK achieves corresponding rates of 6.24 Mpps, 6.31 Mpps,
6.01 Mpps, 4.68 Mpps, 6.05 Mpps, and 1.95 Mpps. For DPDK,
the performance gap is relatively small for flow extraction
only and the non-MLP classifiers, but is substantial for MLP:
the uBPF-based implementation achieves 0.92 Mpps compared
with 1.95 Mpps for native C. Potential factors of these differ-
ences include program transformations required to satisfy eBPF
constraints, BPF-map access costs, and sequential invocation
overhead of multiple uBPF programs.

XGB SVM MLP

Flow extraction

Figure 6: CPU utilization.

5.2.4. CPU Utilization

Fig. 6 illustrates the breakdown of CPU time into User, Sys-
tem, SoftIRQ, and Idle for each combination of packet process-
ing mechanism and NF. Here, User and System represent the
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Figure 7: Packet processing latency.

fractions of CPU time spent executing userspace code and ker-
nel code, respectively. SoftIRQ represents time spent handling
software interrupts, and Idle represents time during which the
CPU is idle. Across all evaluated combinations, CPU utiliza-
tion reaches approximately 100%, with negligible idle time on
the measured core. Thus, the differences in packet processing
rate reported in Section 5.2.3 occur under similarly high CPU
utilization. However, full CPU utilization does not necessar-
ily indicate that all CPU time is spent processing packets, be-
cause busy polling also consumes CPU cycles. These results
should therefore be interpreted together with the packet pro-
cessing rates.

For native XDP and generic XDP, most CPU time is ac-
counted for as Soft/RQ. Under the evaluated configuration,
packet reception and XDP program execution, including fea-
ture extraction and classification, predominantly take place in
the NAPI receive path within softirq context. For the AF_XDP-
based mechanisms, User and System account for most CPU
time. Feature extraction and classification execute in user
space, while packet delivery involves kernel processing. The
precise breakdown depends on the polling mode and the exe-
cution context of receive processing. As classifier complexity
increases, the fraction of CPU time spent in User generally in-
creases. This trend is particularly evident for NIDPSs using
AF_XDP syscall. For the DPDK-based mechanisms, CPU time
is predominantly accounted for as User, because packet 1/O,
feature extraction, and classification execute in user space. This
category also includes the CPU time spent polling for incoming
packets.

5.2.5. Packet Processing Latency

Figs. 7a and 7b illustrate the average and 99th percentile
packet processing latency for each combination of packet pro-
cessing mechanisms and six NFs. We confirm that the aver-
age and 99th percentile processing latency achieve nanosecond-
level latency for all combinations of packet processing mecha-
nisms and NFs, except for the MLP classifier. However, the
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MLP classifier exhibits the average and 99th percentile process-
ing latency in the order of microseconds, which is attributed to
the high instruction count of the MLP classifier.

Comparing the packet processing mechanisms, we observe
that XDP-related mechanisms have higher average and 99th
percentile processing latency than AF_XDP and DPDK-related
mechanisms. This is because the XDP-related mechanisms re-
quire BPF-map accesses for flow extraction and classification
and tail-calls for MLP classifier execution, which increases the
packet processing latency.

5.2.6. Impact of Packet Length

Fig. 8 shows the impact of packet length on the ratio p for
three packet processing mechanisms (i.e., native XDP, uBPF
over AF_XDP syscall, and uBPF over DPDK) and six NFs (i.e.,
flow extraction only, DT, RF, XGB, SVM, and MLP). Regard-
less of the packet processing mechanism and NF, the ratio p
increases as the packet length L increases. This is because the
number of packets sent per second by the sender decreases as
the packet length increases, improving packet processing effi-
ciency.

In native XDP (Fig. 8a), the ratio p increases almost lin-
early with the packet length L. In uBPF over AF_XDP syscall
(Fig. 8b) and uBPF over DPDK (Fig. 8c), the ratio p also in-
creases with L and saturates at approximately L = 1,000 bytes
and L = 512 bytes, respectively, except for the MLP classifier.

These results indicate that uBPF over DPDK achieves packet
processing rates close to the idealized upper-bound packet rate
when L > 512bytes, while uBPF over AF_XDP syscall ap-
proaches the upper bound when L > 1,000 bytes. Native XDP
does not reach the upper bound even when L = 1,500 bytes
for all NFs. Note that p may still be smaller than 1.0 because
Rimax represents the upper bound and does not include software
packet I/O overhead, memory access overhead, or classifier ex-
ecution overhead.

The MLP classifier exhibits a lower ratio p than the other
classifiers because it requires more CPU resources for classifi-
cation, leaving insufficient CPU resources for the network I/O
process. Therefore, native XDP and AF_XDP syscall with the
MLP classifier do not achieve line-rate performance even when
L = 1,500 bytes. However, in the uBPF over DPDK case, the
ratio p of the MLP classifier becomes competitive with those of
the other classifiers when L = 1,500 bytes.

5.2.7. Impact of Active Flow Counts

Fig. 9 illustrates the impact of the number of active flows
on the packet processing rate among the three packet process-
ing mechanisms (i.e., native XDP, uBPF over AF_XDP syscall,
and uBPF over DPDK) and the six NFs (i.e., flow extraction
only, DT, RF, SVM, XGB, and MLP). The packet processing
rate remains almost constant until the number of active flows
reaches approximately 10,000 and then decreases as the num-
ber of active flows further increases. This is because the flow
statistics are stored in a hash map, and as the number of active
flows increases, the number of map entries increases, leading to
increased cache misses.
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Figure 8: Relationship between the packet length L and the ratio p of packet processing rate to the maximum packet processing rate.
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Figure 9: Impact of the number of active flows on packet processing rate.

In Fig. 9, the packet processing rate with lightweight NFs
shows a significant decrease when the number of active flows
exceeds 10,000, while the packet processing rate with the MLP
classifier shows a slight decrease. Furthermore, for lightweight
classifiers, uBPF over DPDK, which achieves the highest
packet processing rate, exhibits more significant degradation
compared to native XDP and uBPF over AF_XDP syscall. In
particular, the combinations of packet processing mechanisms
and NFs with higher packet processing rates are more sensitive
to the number of active flows because they are more affected by
the increased cache misses.

6. Limitations

6.1. Impact of Class Imbalance on Evaluation Metrics

To enable a fair comparison among the classifiers, we used
the test set containing equal numbers of benign and malicious
flow samples, as mentioned in Section 5.2.1. Although this bal-
anced setting prevents the majority class from dominating ag-
gregate metrics such as accuracy, it does not reflect the class
distribution typically observed in operational networks, where
benign flows substantially outnumber malicious flows. In par-
ticular, precision and the absolute number of false alerts depend
on the prevalence of malicious traffic. Therefore, the precision
and accuracy reported in Section 5.1.2 may differ from those
obtained in deployment, even if recall and the FPR remain un-
changed. For example, a low FPR can still produce a large num-
ber of false alerts when the classifier is applied to a high volume
of benign traffic. Consequently, the results should primarily be
interpreted as a comparison of the intrinsic classification ca-
pabilities of the evaluated classifiers. In future work, further

evaluation using imbalanced test sets that reflect realistic traffic
distributions is required to quantify operational precision and
false-alert volume as well as to determine appropriate decision
thresholds for practical deployment.

6.2. Multi-Class Classification

This work focuses on binary classification between benign
and malicious flows. This evaluation setting is suitable for
evaluating the feasibility of eBPF/uBPF-based DDoS detection
and prevention because the proposed NIDPS primarily decides
whether an incoming packet should be forwarded or dropped.
However, practical NIDPSs may require multi-class classifica-
tion to identify specific attack types and apply attack-specific
mitigation policies.

Extending the proposed NIDPS to multi-class classification
may increase model complexity, BPF map size, instruction
count, and per-packet processing cost. Therefore, multi-class
classification introduces a trade-off among detection granular-
ity, classification performance, and packet processing perfor-
mance. In future work, we plan to evaluate this trade-off under
the constraints of eBPF/uBPF programs.

6.3. Concurrent Multi-core and Multi-queue Packet Processing

This work evaluates the single-core packet processing per-
formance by using a single RX queue. This setting clari-
fies the per-core packet processing capability of the proposed
NIDPSs. However, practical NIDPS deployments require con-
current packet processing across multiple cores and multiple
RX queues for high-speed networks.



Extending the proposed NIDPS to concurrent packet pro-
cessing is not straightforward because the current uBPF imple-
mentation has several runtime and programming limitations, in-
cluding limited support for concurrent accesses to shared BPF
maps, userspace-to-userspace tail calls, and concurrent invoca-
tion of multiple uBPF programs from a userspace caller mod-
ule. If these limitations are addressed, Receive-Side Scaling
(RSS) [31] and per-core BPF maps can be used to enable con-
current packet processing across multiple cores and multiple
RX queues. Designing and evaluating such concurrent multi-
core and multi-queue uBPF-based NIDPSs remain future work.

7. Conclusion

In this paper, we proposed a userspace Berkeley Packet
Filter (uBPF)-based NIDPS empowered by machine learning
(ML) algorithms to achieve high portability across diverse run-
time environments, including native eXpress Data Path (XDP),
AF_XDP, and the Data Plane Development Kit (DPDK). The
evaluation results demonstrated that (1) the five fixed-point
classifiers achieved high DDoS detection performance compa-
rable to that of their floating-point counterparts, despite fixed-
point arithmetic errors, and (2) packet processing performance
is determined by both network I/O overhead and classifier com-
plexity. In future work, we plan to conduct multi-class classifi-
cation and multi-core performance evaluations.
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