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Abstract—Network Intrusion Detection and Prevention Sys-
tems (NIDPSs) play a crucial role in identifying and blocking
malicious traffic. In-kernel NIDPSs leveraging extended Berkeley
Packet Filter (eBPF) have achieved high detection performance
and throughput by operating directly in kernel space. However,
eBPF-based NIDPSs face portability challenges across diverse
runtime environments, limiting their practical deployment. In this
paper, we propose a machine learning (ML)-based NIDPS that
leverages userspace BPF (uBPF) and integrates it with kernel-
bypassing frameworks such as AF_XDP and Data Plane Devel-
opment Kit (DPDK) to achieve portability across diverse runtime
environments while accurately and efficiently detecting and pre-
venting Distributed Denial of Service (DDoS) attacks. Evaluation
results show that the binary classification performance of the
proposed NIDPS is comparable to that of existing userspace
NIDPSs and also demonstrate the potential and limitations of
uBPF over AF_XDP/DPDK for ML-based packet processing.

Index Terms—extended Berkeley Packet Filter (eBPF),
userspace BPF (uBPF), network intrusion detection and preven-
tion systems (NIDPSs), eXpress Data Path (XDP), AF_XDP, Data
Plane Development Kit (DPDK)

I. INTRODUCTION

Distributed Denial of Service (DDoS) attacks pose sig-
nificant threats to network security, causing service disrup-
tions and financial losses [1]. To effectively mitigate these
attacks, Network Intrusion Detection and Prevention Systems
(NIDPSs) are essential components of modern cybersecurity
infrastructures, monitoring and analyzing network traffic to
detect and prevent malicious activities and policy violations.
In particular, NIDPSs assisted by Machine Learning (ML)
techniques have shown promise in accurately detecting DDoS
attacks by analyzing network traffic patterns and identifying
anomalies [2].

Many ML-based NIDPSs operate in user space, which
introduces performance bottlenecks due to frequent context
switching between kernel and user spaces, especially under
high network loads. To address this issue, recent studies have
explored the use of extended Berkeley Packet Filter (eBPF) and
eXpress Data Path (XDP) for designing NIDPSs that operate
directly in kernel space, reducing context-switching overhead
and improving throughput [3]-[7]. In particular, eBPF-based
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NIDPSs leveraging neural networks have demonstrated the
ability to perform real-time anomaly detection with high
accuracy [5]-[7]. Modern userspace NIDPSs suffer from a lack
of program safety mechanisms, resulting in unreliability and
the occasional occurrence of unexpected crashes. On the other
hand, in-kernel NIDPSs offer extremely high reliability thanks
to the eBPF verifier.

Modern networks span diverse environments, including
cloud infrastructures, edge computing, and Internet of Things
(IoT) devices. These heterogeneous environments make it dif-
ficult to deploy ML-based NIDPSs across different platforms
and architectures due to compatibility issues arising from
complex ML functionality. The lack of compatibility increases
maintenance costs, complicates large-scale deployments, and
hinders the reuse of detection logics across platforms. There-
fore, in addition to detection performance and processing
capabilities, practical NIDPSs require portability. In-kernel
NIDPSs offer compatibility across different kernel versions
through BPF Compile Once-Run Everywhere (CO-RE) [8].
However, the existing in-kernel NIDPSs remain incompatible
with kernel-bypassing frameworks (e.g., Data Plane Devel-
opment Kit (DPDK) [9] and AF_XDP [10]), both of which
are widely used in high-performance network applications.
Userspace BPF (uBPF) has the potential to address this com-
patibility issue by enabling the execution of eBPF programs in
user space [11]-[13]. Nevertheless, the practicality of uBPF-
based packet processing for ML-based NIDPSs has not yet
been explored.

In this paper, we propose a portable and lightweight ML-
based NIDPS that leverages both eBPF and uBPF to achieve
high detection performance and packet processing capabil-
ity across diverse runtime environments'. Evaluation results
reveal both the potential and limitations of the uBPF-based
NIDPS assisted by lightweight ML techniques, compared with
the existing in-kernel NIDPS approaches [4]-[7].

The main contribution of this manuscript is as follows:

1) To the best of our knowledge, this is the first work to
explore the practicality of uBPF over AF_XDP/DPDK
for ML-based NIDPSs. We reveal its potential and

IThe source code is available at https:/github.com/oakeshott/ubpf-ml-ids.



limitations in terms of DDoS detection performance and
packet processing capability.

2) We demonstrate that the proposed NIDPSs achieve high
DDoS detection performance comparable to existing
ones while mitigating the calculation errors introduced
by fixed-point representations. We further show that the
uBPF-based NIDPSs over AF_XDP/DPDK data planes
can achieve a higher packet processing rate than the
XDP-based NIDPSs.

3) The proposed NIDPSs operate in distinct runtime en-
vironments such as XDP, AF_XDP, and DPDK, with-
out modifications or runtime source-code compilation,
ensuring high stability and compatibility thanks to the
eBPF/uBPF sandbox features.

The rest of this manuscript is organized as follows. Sec-
tion II gives related work. Section III presents preliminaries.
Section IV describes the proposed NIDPS. Section V presents
evaluation results. Finally, Section VI concludes this paper.

II. RELATED WORK

eBPF/XDP has gained significant attention in the network-
ing community due to its ability to execute custom programs
within the Linux kernel safely and efficiently [14], [15]. Lever-
aging the high performance and reliability of eBPF, several
eBPF-based NIDPSs have been proposed [3]-[7]. In [4]-[7],
the authors have introduced ML techniques into eBPF-based
NIDPSs to accurately detect network attacks in real time.
These NIDPSs operate directly in kernel space, maintaining
the detection performance while reducing context-switching
overhead and improving throughput compared to traditional
userspace NIDPSs. Furthermore, eBPF programs offer not
only high performance and reliability but also compatibility
across different kernel versions and distributions through BPF
CO-RE [8]. However, these eBPF-based NIDPSs cannot op-
erate within the kernel-bypassing frameworks, hindering their
portability across diverse runtime environments.

To address the portability issue, uBPF has been imple-
mented as a lightweight eBPF virtual machine running in
the user space [12]. The authors further integrate uBPF with
kernel-bypassing frameworks (i.e., AF_XDP and DPDK) to
enable the execution of eBPF programs in high-performance
data planes [13]. They demonstrate the practicality of uBPF
over AF_XDP/DPDK for basic packet processing applications
(e.g., firewall and load balancer). However, applying uBPF
over AF_XDP/DPDK to ML-based NIDPSs has not been ex-
plored yet. In this paper, we explore the potential of uBPF over
AF_XDP/DPDK for ML-based NIDPSs to achieve portability
across diverse runtime environments.

DDoS attack detection techniques leveraging ML have been
extensively studied in the field of network security [2]. In ad-
dition, ML-based NIDPSs using kernel-bypassing frameworks
have been proposed to achieve high detection performance
and throughput [16]-[18]. These kernel-bypassing frameworks
enable highly accurate DDoS detection by executing com-
plex ML algorithms in user space without context-switching
overhead. However, these NIDPSs lack reliability due to the
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absence of kernel safety mechanisms, making them prone
to unexpected crashes. Unlike prior ML-based NIDPSs that
rely on userspace network stacks without safety mechanisms,
our approach executes ML classifiers within uBPF programs
integrated with AF_XDP/DPDK, combining high performance
with verified safety.

ITI. PRELIMINARIES
A. eBPF/XDP

eBPF is an abstract virtual machine embedded in the Linux
kernel, enabling the safe and efficient execution of user-defined
programs in kernel space [15]. XDP is a high-performance
packet processing framework built on top of eBPF, allowing
eBPF programs to run at the earliest point in the kernel’s
networking stack [14]. To ensure kernel safety and stability,
eBPF programs must adhere to several constraints imposed by
the eBPF verifier. The eBPF verifier performs static analysis
on eBPF programs before they are loaded into the kernel,
checking for potential issues that could compromise system
integrity. eBPF constraints enforced by the eBPF verifier
include (1) bounded loops, (2) limited stack size, (3) no
floating-point arithmetic, and (4) restricted instruction and
jump counts [15]. These constraints limit ML implementations
within eBPF programs.

To address them, BPF maps, key-value stores shared be-
tween kernel and user spaces, are used to store large data
structures (i.e., trained parameters). Tail calls are a mechanism
that allows an eBPF program to jump to another eBPF program
without returning to the caller. When a tail call is executed,
the kernel resets the program context, including the instruction
and jump counts as well as the consumed stack space. In [5]-
[7], the tail call technique is used to implement layer-wise
operations of neural networks within eBPF programs, enabling
them to overcome the eBPF constraints.

B. uBPF

uBPF is a lightweight userspace implementation of
the eBPF virtual machine [11], ensuring program safety.
bpftime is one of the sophisticated libraries for uBPF [12],
enabling the execution of eBPF programs in user space. In
[13], the authors integrate eBPF/XDP programs with kernel-
bypassing frameworks (i.e., AF_XDP and DPDK) by lever-
aging bpftime. bpftime provides BPF maps implemented as
a shared memory, enabling efficient data sharing between
userspace applications and uBPF programs. However, it only
supports a userspace-to-kernel tail call’>, which prevents ex-
ecuting neural-network-based classifiers only in uBPF pro-
grams.

C. Packet Processing Mechanisms

Fig. 1 illustrates a comparison of packet processing mech-
anisms and their relation to ML tasks. In Fig. 1, the locations
of training and inference differ depending on the packet
processing mechanisms. ML classifiers are trained in user

Zhttps://github.com/eunomia-bpf/bpftime/pull/131
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Fig. 1: Comparison of packet processing mechanisms.

space because intricate training tasks cannot be executed in the

TABLE I: Features used for both training and inference.

kernel due to the eBPF constraints. In contrast, the inference

tasks are executed within eBPF/uBPF programs to minimize
context-switching overhead between kernel and user spaces
and to avoid unexpected ML-based NIDPS crashes. BPF maps
are used to store the trained classifier parameters, which are
accessed by the eBPF/uBPF programs during inference.

In Fig. la, native XDP processes incoming packets at the
driver level in the kernel space. In Fig. 1b, uBPF is integrated
with AF_XDP, a partially kernel-bypassing framework that
allows XDP programs to redirect packets to userspace appli-
cations, bypassing the traditional network stack. In Fig. Ic,
uBPF is integrated with DPDK, a fully kernel-bypassing
framework that offers high-performance packet processing
capabilities in user space by directly accessing Network
Interface Cards (NICs). These bypassing approaches reduce
network I/O latency by leveraging direct userspace packet
processing, albeit at the cost of increased CPU utilization and
limited kernel functionality. In contrast, integrating uBPF with
AF_XDP/DPDK restores kernel programmability on their data
planes. This integration allows eBPF programs to be hooked
into the AF_XDP/DPDK data planes as uBPF, enabling user-
defined packet processing [13].

D. Fixed-Point Arithmetic

Floating-point arithmetic is not supported in eBPF programs
due to the eBPF constraints. To perform calculations involving
real numbers, fixed-point arithmetic is used as an alternative.
Fixed-point numbers are represented as integer values in which
lower n bits are treated as the fractional part. A floating-point
number xgq,¢ 1S transformed into a fixed-point number Zfixeq
with the lower n bits of fractional part using the equation
Zfixed = round(zgoas X 2™), where round(z) is a function
to round a value x. The rules for fixed-point arithmetic
are described in [19]. The fixed-point arithmetic is used for
executing ML classifiers within eBPF/uBPF programs [4]-[7].

IV. EBPF/UBPF-BASED NETWORK INTRUSION
DETECTION AND PREVENTION
A. Feature Extraction and Selection

For both training and testing the NIDPSs, we use the CIC-
DDoS2019 dataset [20], which is widely used for evaluating

Notation ~ Feature

T Maximum incoming packet length
T2 Mean of incoming packet lengths
3 Minimum incoming packet length
T4 TCP initial window size

5 ACK flag count

6 Sum of incoming packet lengths

T7 FIN flag count

s Mean of incoming packet inter-arrival times (IATS)
T9 Sum of incoming packet IATs

10 Variance of incoming packet lengths
11 SYN flag count

12 Maximum incoming packet IAT

DDoS detection performance. This dataset provides flow-level
labeled network traffic statistics captured in a realistic network
environment, including various types of DDoS attacks (e.g.,
SYN flood, UDP flood, and PortMap) as well as benign traffic.
Details of the dataset can be found in [20].

When deploying an eBPF/uBPF-based NIDPS, we cannot
use the CIC-DDo0S2019 dataset directly due to the following
limitations: (1) XDP handles only incoming packets, (2) online
and lightweight feature extraction is required, and (3) eBPF
programs cannot process a large number of features due to
stack-size and jump-count constraints. These limitations are
not inherent to the CIC-DDoS2019 dataset itself.

To address these limitations, we apply the following con-
siderations for feature extraction and selection. First, we
extract 5-tuple flow-based features using only statistics derived
from incoming packets. Second, although the CIC-DD0S2019
dataset includes features such as the standard deviation, which
is computed offline. However, calculating standard devia-
tion requires a square root operation, making it difficult to
implement efficiently in eBPF programs. To mitigate this
difficulty, we use variance instead of standard deviation to
reduce computational complexity, applying Welford’s online
algorithm [21] to compute the variance in an online manner.
Third, we use feature importance [22], one of the feature
selection techniques, to reduce the number of features so that
the selected features can be efficiently computed within the
constraints of eBPF programs while maintaining the detection
performance. The selected twelve features = (x1,...,212)
are listed in Table L.
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Fig. 2: Classification workflow in eBPF/uBPF programs.

B. Model Training in User Space

To ensure compatibility with eBPF and uBPF, we design
lightweight ML classifiers that can be efficiently executed
under the eBPF constraints. In this paper, we adopt three
classifiers: Decision Tree (DT), Random Forest (RF), and
Multi-Layer Perceptron (MLP), which have been used in the
existing in-kernel NIDPSs [4], [6], [7].

All training tasks are performed in the user space in
advance. For the DT and RF classifiers, we train the classifiers
using the training data represented in the fixed-point format
with the lower n = 16 fractional bits. For the MLP classifier,
we adopt a standard scaler, which transforms the input features
into a standard normal distribution with mean of zero and stan-
dard deviation of one. We also train the MLP classifier using
the floating-point training data. After all training tasks, the
resulting floating-point trained parameters are converted into
fixed-point representation with the lower n = 16 fractional
bits. These trained parameters and standardization parameters,
represented in fixed-point numbers, are stored in BPF maps to
be accessed by eBPF/uBPF programs during inference.

C. Anomaly Detection and Prevention in eBPF/uBPF Pro-
grams

All anomaly detection and prevention operations are ex-
ecuted within eBPF/uBPF programs. Fig. 2 illustrates the
classification workflow. Upon the arrival of a new packet at a
hook point, the corresponding eBPF/uBPF program is invoked.
The program inspects the packet header to extract a 5-tuple
flow identifier, which includes the source and destination IP
addresses, source and destination ports, and protocol type
(step 1 in Fig. 2). Using this flow identifier as a key, the
program retrieves the corresponding flow statistics from a
BPF map. If this retrieval fails, indicating that this is the first
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packet of the flow, the program initializes the flow statistics
and stores them to the BPF map. Next, the program updates
the flow statistics based on the information extracted from
the incoming packet header (step 2 in Fig. 2). After the
update, the program computes the selected features « based
on the updated statistics and converts them into the fixed-point
representation.

Given the selected features x in fixed-point format, the
program applies the standardization only to the inputs of the
MLP classifier (step 3 in Fig. 2). The program then performs
inference using the classifier (step 4 in Fig. 2). It is noted that
the trained parameters of the classifier are stored in BPF maps.
If the classifier identifies the flow as malicious, the program
drops the packet to prevent potential DDoS attacks (step Sa
in Fig. 2). Otherwise, the packet is allowed to proceed to the
next network function (step 5b in Fig. 2).

Recall that the MLP classifier requires tail calls to im-
plement layer-wise operations within eBPF programs, as dis-
cussed in Section III-A. However, bpftime does not support
userspace-to-userspace tail calls. To address this limitation, we
implement a uBPF caller module that sequentially invokes
multiple uBPF programs from the userspace application in
required order.

V. EVALUATION
A. Detection Performance

1) Evaluation Setup: We evaluate the binary classification
performance of the proposed NIDPS using the CIC-DD0S2019
dataset [20]. The dataset captured on Dec. 1 is used for
training, while the dataset captured on Nov. 3 is used for
testing. The twelve features listed in Table I are extracted
from both datasets. For the training and validation datasets,
we randomly select 20% flows of the dataset captured on Dec.
1 and split them into the training and validation datasets with
an 8:2 ratio. For the testing dataset, we randomly select flows
of the dataset captured on Nov. 3 such that the number of
benign flows matches the number of malicious flows. The total
number of flows in the training, validation, and testing datasets
are 2,858,792, 571,758, and 44,544, respectively. Since it
is difficult to evaluate the detection performance directly
within eBPF/uBPF programs, we simulate feature extraction
by replaying the pcap files, as mentioned in Section IV-A.

In the evaluation metrics, accuracy, precision, and recall are
used, each of which is defined as follows: Accuracy = (TP +
TN)/(TP + TN + FP + FN), Precision = TP/(TP + FP),
and Recall = TP/(TP 4 FN), where TP, TN, FP, and FN
denote the numbers of true positives (the number of correctly
classified malicious flows), true negatives (i.e., the number
of correctly classified benign flows), false positives, and false
negatives, respectively.

We implement the fixed-point DT with maximum depth of
10, RF with maximum depth of 10 and 5 estimators, and MLP
with a 32 x 32 hidden layer in C language, for simulating
the eBPF/uBPF programs. All calculations in the classifiers
are performed using integer arithmetic according to the fixed-
point arithmetic rules [19]. For comparison with the detection
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Fig. 3: Detection performance.

performance of the proposed NIDPS, we also evaluate the
detection performance of the classifiers implemented in Python
language using floating-point representations of the twelve
features.

2) Binary Classification Results: Fig. 3 illustrates the im-
pact of the flow observation period ¢ on the detection per-
formance among the DT, RF, and MLP classifiers, where t
denotes elapsed time since a new flow was generated. We
observe from Fig. 3 that all the classifiers exhibit similar
trends: (1) accuracy, precision, and recall improve as the
flow observation period ¢ increases and (2) the floating-point
classifiers outperform the fixed-point classifiers due to the
fixed-point arithmetic errors, except in the recall of the DT
classifier. In the DT and RF classifiers, the performance gap
between the fixed-point and floating-point classifiers appears
when the flow observation period is short. This is because the
fixed-point arithmetic errors significantly affect the threshold
values of the DT and RF classifiers when the number of
incoming packets is small. In the MLP classifier, the fixed-
point arithmetic errors have a large impact on the performance
because they accumulate across all layer operations. As a
result, the fixed-point MLP classifier achieves an accuracy
of 95.6% and a precision of 92.0% when ¢ = 10, which
are 2.77% and 4.95% lower than those of the floating-point
MLP classifier, respectively. All fixed-point classifiers achieve
high recall values exceeding 95.3% when ¢ = 10 while
exhibiting high accuracy and precision. These results indicate
that the proposed NIDPS can achieve high DDoS detection
performance comparable to the existing userspace NIDPSs.

B. Packet Processing Capabilities

1) Evaluation Setup: We use two computation servers: a
sender equipped with 13th Gen Intel(R) Core(TM) i7-13700K
CPU and 64 GB memory, and a receiver equipped with Intel
Xeon Gold 5317 CPU, 64 GB memory, Intel Ethernet Con-
verged Network Adapter 710X, and Ubuntu 22.04 LTS with
kernel version 6.8. These servers are directly connected via
a 10Gbps link. The receiver is responsible for executing the
NIDPS and L2 forwarding. To fully utilize a single core on the
receiver, we merge multiple RX queues into a single queue.
We send 64-byte UDP packets from the sender to the receiver
over a 100-second interval using pktgen tool [23] with 8
CPU cores.

As the evaluation metric, we measure the packet processing
rate, defined as the number of packets processed by the
receiver per second. To explore distinct packet processing
mechanisms, we implement three types of NIDPSs: (1) native
XDP, (2) uBPF over AF_XDP, and (3) uBPF over DPDK.
We use the uBPF implementation provided in [13] and im-
plement eBPF programs equipped with either the three types
of classifiers or the flow extraction. The uBPF runtime is
configured to use an LLVM-based backend [12]. For the
configurations of the kernel-bypassing frameworks, AF_XDP
enables zero-copy mode, SO_PREFER_BUSY_POLL, and
XDP_USE_NEED_WAKEUP and uses 64-packet batches while
DPDK is configured with a memory buffer pool of 512 MB.

2) Packet Processing Rate: Fig. 4 depicts a comparison of
the packet processing rate among the three packet processing
mechanisms and the four NFs (i.e., flow extraction only, DT,
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RF, and MLP). Their instruction counts are 449, 474, 739, and
5,769 for flow extraction, DT, RF, and MLP, respectively. We
observe from Fig. 4 that the uBPF-based NIDPSs have the
potential to improve the packet processing rate. The uBPF-
based NIDPSs over the AF_XDP data plane achieve packet
processing rates of 1.61 Mpps, 1.40Mpps, 1.38 Mpps, and
0.61 Mpps for flow extraction, DT, RF, and MLP, respectively,
which are 2.24x, 1.96x, 1.95x, and 1.95x higher than those
of the native XDP-based NIDPSs. The uBPF-based NIDPSs
over DPDK data plane further improve the packet processing
rates to 5.22 Mpps, 4.01 Mpps, 3.92 Mpps, and 0.85 Mpps for
flow extraction, DT, RF, and MLP, respectively, thanks to fully
bypassing the kernel network stack.

We also observe that the packet processing rate decreases
as the instruction count of NFs increases, regardless of the
packet processing mechanisms. Furthermore, we find that the
improvement in packet processing rate by using the kernel-
bypassing frameworks becomes less significant as the instruc-
tion count of NFs increases. More specifically, the uBPF-based
NIDPSs over the DPDK data plane exhibit 7.25x, 5.60x,
5.53%, and 2.74x higher packet processing rates for flow
extraction, DT, RF, and MLP, respectively, compared to the
native XDP-based NIDPSs. These results indicate that the
effect of the network I/O overhead reduction becomes less
significant as the instruction count of NFs increases. In other
words, the ML execution becomes the bottleneck of packet
processing.

VI. CONCLUSION

In this paper, we proposed an ML-based NIDPS, leveraging
eBPF and uBPF, to achieve high portability across diverse
runtime environments, including native XDP, AF_XDP, and
DPDK. Representative results demonstrated that (1) the three
fixed-point classifiers achieved high DDoS detection perfor-
mance comparable to the existing floating-point classifiers
while mitigating the calculation errors and (2) the uBPF-based
NIDPSs over the AF_XDP and DPDK data planes achieve
much higher packet processing rates than the native XDP-
based NIDPSs. In future work, we plan to conduct the analysis
for feature engineering effects, the multi-class classification
evaluation, and the comparative evaluation with signature-
based NIDPSs.
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